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Setting

� Moravian College is a liberal arts college in Bethlehem, Pennsylvania.

� The undergraduate population is approximately 1300.

� Computer Science is part of the Mathematics department, which is
part of the Division of Mathematics and the Natural Sciences.

� Computer Science has about 25 majors.

� We have three full-time faculty members for computer science.
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Abstract

A course covering system and network administration is a
good way to give computer science students practical and hands-
on experiences with the applications of many computer science
core topic areas including operating systems, programming, and
networking. Although there is still concern that system and
network administration may not hold suf�cient academic merit ,
the topic can be taught with the necessary breadth and depth to
make it worthwhile. Students typically �nd this kind of course
to be fun , and their involvement often validates their interest in
computing after numerous programming and theory courses.

Math/CS Dept, Moravian College. 3



Teaching System Administration

Backgr ound

� My Former Life

� Programming in C and The Unix Environment

� System Administration as a special topics

� Freshman Design Experience
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Challeng es

� Liberal Arts: Theory vs. Application

� Ca$h

� Labor Intensity

� Space
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Cour se Description

CS 293. ST: System and Network Administration (1U)

Planning, installation, con�gur ation and maintenance of the Unix
operating system and its related services: booting and shut down,
hardware and software installation, �le systems and disks, processes,
user management, backups, kernel customization, networking, DNS,
electronic mail, security, printing, disk management, daemons,
troubleshooting, etc.

Math/CS Dept, Moravian College. 6



Teaching System Administration

Cour se Design and Goals

1. Build a working server and client pair.

2. Install Linux or FreeBSD as the server operating system.

3. Install Windows at at least one Unix operating system on the clients.

4. Install and con�gure the typical software packages
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Alternate Cour se Designs

� Single Operating System Focus

� Networking and Security

� Ethical Implications of System Policies

� Programming

� E-Commerce

� Theoretical Aspects

� Writing
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Hardware

1. iNtel and AMD processors

2. 256M and 512M memory sizes

3. 20GB 7200rpm IDE hard drives

4. generic mice, keyboards, NICs, ...

5. $700 per system, recoverable
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Topology
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Figure 1: System Layout
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Lecture Topics

� Basic Unix Review and Shell Programming

� Installation and Filesystems

� Kernel (re)Con�gur ation

� Startup and Shutdown

� Network Topology, Hardware, Addressing, Routing

� Network Services (DNS, NIS, NFS, Mail)

� Security and Firewalls
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Lab Exercises

1. Initial hardware inventory and assembly.
2. Server software installation and con�gur ation.
3. Essential software con�gur ation.
4. Linux kernel con�gur ation.
5. Set up a simple web Server.
6. Con�gure basic DNS and Routing.
7. Con�gure distributed services like NFS, NIS, and DNS.
8. Finalize integration and comprehensive report.
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Other Assignments

� Shell programming

� Network Layout with CIDR

� Startup Scripts

� Ethical Scenarios

� Individual Presentations
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Site In a Box
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Hands On
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Parts! Parts! Parts!
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When All Else Fails

Math/CS Dept, Moravian College. 17



Teaching System Administration

Safety First
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Student Reactions

� Most students enjoyed the end-to-end project.

� Group work issues
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Conc lusions

� Successful!

� Effectively binds theory and application

� Too much breadth
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Future Plans

� List speci�c but �e xible prerequisites.

� Allow the students to choose and order their own parts.

� Integrate database applications.

� Have more non-lab writing assignments.

� Have more groups with fewer members per group.

� Deploy the groups in their own project spaces.
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More Information

� SAGE and SAGE-EDU

� Essential System Administration by Frisch

� TCP/IP Network Administration by Hunt

� Principles of System and Network Administration by Burgess

� Unix System Administration Handbook by Nemeth, et al.

� The Practice of System and Network Administration by Limoncelli
and Hogan
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